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Financial institutions are in the business of risk management and reallocation, and they have developed sophisticated risk management systems to carry out these tasks. The basic components of a risk management system are identifying and defining the risks the firm is exposed to, assessing their magnitude, mitigating them using a variety of procedures, and setting aside capital for potential losses. Over the past twenty years or so, financial institutions have been using economic modeling in earnest to assist them in these tasks. For example, the development of empirical models of financial volatility led to increased modeling of market risk, which is the risk arising from the fluctuations of financial asset prices. In the area of credit risk, models have recently been developed for large-scale credit risk management purposes.

Yet, not all of the risks faced by financial institutions can be so easily categorized and modeled. For example, the risks of electrical failures or employee fraud do not lend themselves as readily to modeling. Such risks are typically categorized under the rubric of "operational risk." In this Economic Letter, we review the current status of operational risk management by financial institutions, particularly commercial banks, and the corresponding regulatory capital requirements proposed by the Basel Committee on Banking Supervision (BCBS).

Defining operational risk
Although the definitions of market risk and credit risk are relatively clear, the definition of operational risk has evolved rapidly over the past few years. At first, it was commonly defined as every type of unquantifiable risk faced by a bank. However, further analysis has refined the definition considerably. As reported by BCBS (September 2001), operational risk can be defined as the risk of monetary losses resulting from inadequate or failed internal processes, people, and systems or from external events.

Losses from external events, such as a natural disaster that damages a firm's physical assets or electrical or telecommunications failures that disrupt business, are relatively easier to define than losses from internal problems, such as employee fraud and product flaws. Because the risks from internal problems will be closely tied to a bank's specific products and business lines, they should be more firm-specific than the risks due to external events.

Measuring operational risk
A key component of risk management is measuring the size and scope of the firm's risk exposures. As yet, however, there is no clearly established, single way to measure operational risk on a firm-wide basis. Instead, several approaches have been developed. An example is the "matrix" approach in which losses are categorized according to the type of event and the business line in which the event occurred. In this way, a bank can hope to identify which events have the most impact across the entire firm and which business practices are most susceptible to operational risk.

Once potential loss events and actual losses are defined, a bank can hope to analyze and perhaps even model their occurrence. Doing so requires constructing databases for monitoring such losses and creating risk indicators that summarize these data. Examples of such indicators are the number of failed transactions over a period of time and the frequency of staff turnover within a division.

Potential losses can be categorized broadly as arising from "high frequency, low impact" (HFLI) events, such as minor accounting errors or bank teller mistakes, and "low frequency, high impact" (LFHI) events, such as terrorist attacks or major fraud. Data on losses arising from HFLI events are generally available from a bank's internal auditing systems. Hence, modeling and budgeting these expected future losses due to operational risk potentially could be done very accurately. However, LFHI events are uncommon and thus limit a single bank from having sufficient data for modeling purposes. For such events, a bank may need to supplement its data with that from other firms. Several private-sector initiatives along these lines already have been formed, such as the Global Operational Loss Database managed by the British Bankers' Association.

Although quantitative analysis of operational risk is an important input to bank risk management systems, these risks cannot be reduced to pure statistical analysis. Hence, qualitative assessments, such as scenario analysis, will be an integral part of measuring a bank's operational risks.

Mitigating operational risk
In broad terms, risk management is the process of mitigating the risks faced by a bank, either by hedging financial transactions, purchasing insurance, or even avoiding specific transactions. With respect to operational risk, several steps can be taken to mitigate such losses. For example, damages due to natural disaster can be insured against. Losses arising from business disruptions due to electrical or telecommunications failures can be mitigated by establishing redundant backup facilities. Losses due to internal reasons, such as employee fraud or product flaws, are harder to identify and insure against, but they can be mitigated with strong internal auditing procedures.

Since operational risk management will depend on many firm-specific factors, many managerial methods also are possible and will probably be put in place over time. However, some general principles, such as good management information systems and contingency planning, are necessary for effective operational risk management. BCBS (December 2001) laid out a framework for managing operational risk at internationally active banks; this framework also could be more broadly applied to other types of financial institutions.

The framework consists of two general categories. The first includes general corporate principles for developing and maintaining a bank's operational risk management environment. For example, a bank's governing board of directors should recognize operational risk as a distinct area of concern and establish internal processes for periodically reviewing operational risk strategy. To foster an effective risk management environment, the strategy should be integral to a bank's regular activities and should involve all levels of bank personnel.

The second category consists of general procedures for actual operational risk management. For example, banks should implement monitoring systems for operational risk exposures and losses for major business lines. Policies and procedures for controlling or mitigating operational risk should be in place and enforced through regular internal auditing.

Capital budgeting for operational risk
Banks hold capital to absorb possible losses from their risk exposures, and the process of capital budgeting for these exposures, including operational risk, is a key component of bank risk management. In parallel with industry developments, BCBS proposed in 2001 that an explicit capital charge for operational risk be incorporated into the new Basel Capital Accord. At first this capital charge would apply to internationally active banks. The Committee initially proposed that the operational risk charge constitute 20% of a bank's overall regulatory capital requirement, but after a period of review, the Committee lowered the percentage to 12%. The final version of the Basel Accord is tentatively scheduled for a year-end 2002 release.

To encourage banks to improve their operational risk management systems, the new Basel Accord also will set criteria for implementing more advanced approaches to operational risk. Such approaches are based on banks' internal calculations of the probabilities of operational risk events occurring and the average losses from those events. The use of these approaches will generally result in a reduction of the operational risk capital requirement, as is currently done for market risk capital requirements and is proposed for credit risk capital requirements. These criteria and the new capital regulations will require bank supervisors to conduct evaluations of operational risk management systems on a regular basis. As noted by BCBS, these supervisory evaluations would be complemented greatly by public disclosure sufficient to allow independent assessments by market participants.

Conclusion
Operational risk is intrinsic to financial institutions and thus should be an important component of their firm-wide risk management systems. However, operational risk is harder to quantify and model than market and credit risks. Over the past few years, improvements in management information systems and computing technology have opened the way for improved operational risk measurement and management. Over the coming few years, financial institutions and their regulators will continue to develop their approaches for operational risk management and capital budgeting.

Jose A. Lopez
Economist 
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The 93 Words That Could Unlock $200 Billion in Bank Capital
Proposed changes in the way banks calculate the size of their financial cushion against operational risk could free up a windfall

A proposed bill to repeal and replace the Dodd-Frank Wall Street Reform and Consumer Protection Act would change the way banks calculate the financial cushion to protect against operational risk, potentially freeing up billions in capital. Shown, former Connecticut Democrat Sen. Chris Dodd, left, and former Massachusetts Democrat Rep. Barney Frank, at the 2010 signing of the Dodd-Frank Act. PHOTO: SAUL LOEB/AGENCE FRANCE-PRESSE/GETTY IMAGES
By 

Telis Demos
April 30, 2017 8:00 a.m. ET

132 COMMENTS
Tucked inside a nearly 600-page legislative proposal to overhaul U.S. financial regulations are 93 words that could provide a windfall for bank investors seeking heftier dividends and share buybacks.

The verbiage is contained in the bill to repeal and replace the Dodd-Frank Act, formally introduced last Wednesday by Texas Republican Jeb Hensarling, chairman of the House Financial Services Committee.

The relevant section relates to a somewhat esoteric area of bank capital known as operational risk, a concept regulators have used since the financial crisis to measure the possibility that a bank’s own actions, rather than unfavorable economic or market movements, could sink it. Operational risk is largely influenced by a bank’s previous missteps, such as big legal settlements, and could require it to hold more capital.
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While obscure and technical, the result is that the sins of the past linger on big-bank balance sheets. Bank analysts at Barclays

 HYPERLINK "http://quotes.wsj.com/BCS?mod=chiclets" BCS -0.21% PLC estimate $236 billion in capital is tied up in operational risk at the four biggest U.S. banks alone.

Bankers have become increasingly vocal in urging regulators, lawmakers and the Trump administration to change the way risk is measured. They want to free up capital that could be returned to shareholders or used for more lending.

Sins of the PastThe share of risk-weighted assets at big banks generated byoperational riskTHE WALL STREET JOURNALSource: the companies

Morgan StanleyBank of AmericaCitigroupJ.P. MorganWells FargoGoldman Sachs0%510152025303540

James Dimon, chief executive of J.P. Morgan Chase & Co., lashed out at the requirements in his recent annual letter to shareholders, saying regulators’ approach “should be significantly modified if not eliminated.” At the bank’s investor day in February, he called operational risk a “false number.”

The shareholders letter highlights that operational risk in 2016 increased J.P. Morgan’s assets adjusted for risk by $400 billion. Mr. Dimon added that U.S. banks now hold about $200 billion in capital against operational risk.

One big gripe banks have is the backward-looking nature of the rules.Citigroup Inc., for example, still holds capital against operational risks in businesses it has been winding down since the crisis.

At Bank of America Corp. , a big portion of the firm’s operational-risk exposure stems from its purchase of Countrywide Financial, the defunct subprime lender for which it has already paid billions of dollars in fines and settlements. Operational risk accounted for $500 billion of the bank’s $1.5 trillion in risk-weighted assets at the end of 2016.

Bankers said it doesn’t make sense to continue holding capital for such problems. Citigroup’s finance chief, John Gerspach, last year said, “When you incur an operational loss, it has got a Plutonium-238 half-life.”

Others argue the lasting imprint reflects the outsize role banks played in fueling the financial crisis. “The fines banks paid in the past may well be indicative of future risk,” said Anat Admati, finance professor at Stanford University’s Graduate School of Business. “There are enormous rates of recidivism in corporate misconduct. Paying a fine need not lead to significant change.”

So how does operational risk impact banks?

By some regulatory measures, the amount of capital a bank has to hold is based on total assets, which are then adjusted to reflect their risk. In some cases, this reduces the weighting of an asset because it is deemed so safe, for example U.S. Treasurys. In others, though, it inflates the size of an asset because it is seen as being very risky.

Operational risk does the latter. That ends up forcing banks to hold more capital.

Consider a bank with $1.5 trillion in risk-weighted assets and a requirement to have a 10% capital buffer. It would need $150 billion in capital.

Say then that operational risk makes up a third of those risk-weighted assets. If operational risk was eliminated, risk-weighted assets would fall to $1 trillion and require capital of $100 billion—freeing up $50 billion.

Granted, it is unlikely operational risk weighting would be eliminated entirely should rules change. But even a modest reduction could prove meaningful and free up capital.

Operational-risk weightings at five of the biggest U.S. banks are on average equal to about 29% of their risk-weighted assets. Combined, their $1.5 trillion of operational risk is equal to about 18% of the banks’ total assets.

Ironically, moves by banks in recent years to slash holdings of assets that carry lots of market or credit risk have increased the impact of operational risk. In 2014, operational risk represented just 18% of those five banks’ overall risk-weighted assets.

That’s a contrast to the trend in banks’ legal payouts. At J.P. Morgan, Citigroup, and Bank of America, litigation expenses were around $2 billion last year, down from $28 billion in 2014, according to analysts at Compass Point Research & Trading LLC.

Banks would like the nature of the rules to change. Mr. Dimon’s recommendation in his letter: “If you are going to have operational risk capital, it should be forward looking, fairly calculated, coordinated with other capital rules and consistent with reality.”

Rep. Hensarling’s legislation moves in that direction. But the fate of his bill is uncertain given the size and scope of the overhaul he is proposing, as well as what appears to be opposition to much of the bill in the Senate.

Still, the fact that changes to operational risk were included in the legislation could prompt regulators to rethink the rules or how they use operational risk for things like stress tests.

For now, all banks can do is let time pass. Citigroup’s Mr. Gerspach told analysts in April that “there is little we can do to mitigate that number” under current rules. “Sometime over a 10- to 15-year year period you’ll eventually see a reduction,” he said.

Appeared in the May 1, 2017, print edition as 'Lenders Seek Change To a Measure of Risk.'

Covid Era

Operational risk and technical resilience are under greater scrutiny
New opportunities exist to accelerate digitization, automation and cybersecurity practices.
Around the globe, bank leaders have been surprised by the strong business continuity, despite disruption from the pandemic and massive migration to remote working. However, some highlighted emerging operational risks in the current operating environment:

· Ensuring technical resilience and cybersecurity with remote workforces. Participants noted that the rapid response to ensure remote working would be safe and effective in the short term also meant delaying some initiatives, such as software patching or larger technology implementations.

· Assessing third-party providers takes on new urgency. Banks have increasingly turned to third parties for a variety of services, putting the resilience of those providers under greater scrutiny, especially those where a significant concentration of financial institutions relies on the same provider. One regulator said, “We have seen a few quite significant third-party providers hit by significant cyber events already. That’s a pattern we’re seeing across the globe.” These concerns are causing some institutions to rethink third-party relationships altogether, particularly with smaller, less mature or off-shore providers.

· Weighing the opportunities and risks to accelerated digitization and automation. Banks are looking to increase digitization efforts and adopt more automation and robotics to speed up processes, enable a remote workforce, and improve digital access for customers. 

European Banks Face More Pain From Operational Errors
Regulators making more use of capital-sucking charges for operational risk

By 
PAUL J. DAVIES
Updated Aug. 26, 2015 7:40 p.m. ET

1 COMMENTS
When banks behave badly, it isn’t just the fines they now need to worry about.

Regulators are making more use of capital-sucking charges for operational risk, a broad term that covers all ways in which a bank can lose money through error, negligence, or illegality.

However, regulators are inconsistent in applying those charges, which take the form of an addition to risk-weighted assets, the balance-sheet measure used to set core capital ratios. This leaves investors with another hard-to-predict effect on bank capital needs, and thus returns.
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ENLARGE
Recent half-year results illustrated the issue. Swiss bank UBS saw its regulator cut 4.2 billion Swiss francs from its operational risk charge in the second quarter after it settled foreign exchange investigations with U.S. authorities. However, Barclays, which was part of the same settlement, saw no reduction from U.K. regulators in its charge.

Deutsche Bank then reported a €5 billion increase in its operational risk handicap precisely because it had finally reached a settlement in the interbank lending rates, or Libor, scandal. Marcus Schenck, chief financial officer, added that Deutsche expects its charge to grow further this year.

Advertisement
The answer to this riddle is partly that UBS is a special case. The Swiss regulator hit the bank with higher charges earlier partly to restrict its dividend paying ability ahead of expected fines or compensation payments.

For other European banks, past performance on litigation is used as a guide to the future, according to Mr. Schenck. So, big settlements or provisions are taken as a signal of higher risk leading to higher charges.

Operational risk charges typically go up in reaction to operational errors, according to Morgan Stanley. Such errors aren’t only mis-selling mortgage bonds or manipulating Libor, they include many other things such as failures in modeling or IT functions.

These charges have increased by almost half on average globally over the past 2½ years. U.S. banks, which have paid out more in settlements than European rivals, have the highest average charge with operational risk accounting for 28% of risk-weighted assets, according to Morgan Stanley.

UBS however, still carries the highest individual charge with operational risk making up 36% of risk-weighted assets.

The good news is that the more time that passes without any slip-ups, the more these operational risk charges will be reduced. And UBS having been hit early by its regulator should see charges fall further.

The bad news, however, is that U.K. and European banks are in general further behind with an average operational risk charge at just 12%.

That number is likely to tick up for Europeans in coming quarters, which will use up precious capital and add another drag to returns for investors.

Write to Paul J. Davies at paul.davies@wsj.com
Other examples

· MARKETS
Bank of New York Lost Ability to Process Payments for 19 Hours

Bank asked to extend Fedwire payment services while it cleared backlog
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The Bank of New York Mellon building in New York's Financial District. PHOTO: REUTERS
By 
KATY BURNE
Updated Dec. 7, 2016 5:59 p.m. ET

6 COMMENTS
Bank of New York Mellon Corp. was unable to process client payment instructions sent over the Swift network for several hours earlier this week, a rare outage that caused some payments to fail and casts a spotlight on operational risks at one of Wall Street’s largest custody and clearing banks.

The incident comes as the bank has drawn scrutiny from supervisors at the Federal Reserve for its large market share as a payment and settlements provider.

The outage affecting BNY Mellon and its clients started around 2:30 p.m. EST Sunday and was resolved by 9:51 a.m. Monday, according to a memo obtained by The Wall Street Journal that was dispatched by the bank to its clients late Tuesday.
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The incident affected institutions that routinely tell BNY Mellon to make hundreds of billions of dollars of payments on their behalf by sending messages over Swift, or the Society for Worldwide Interbank Financial Telecommunication, a funds-transfer network.

During the window when its technology systems were affected, BNY couldn’t process those payments on time. It took BNY until Monday afternoon to catch up, and the matter is being scrutinized inside the bank because some payments failed to meet their cutoff times and had to be completed Tuesday instead.

Cheryl Krauss, a BNY spokeswoman, said the bank became aware of an issue that “impacted our ability to send messaging to and from the Swift network.” She said the bank’s systems are now fully functional and additional real-time backup systems have been established to help reduce the risk of any future disruptions.

When the bank first became aware of the problem, its Swift processing was slowing and the bank eventually lost connectivity to Swift, the BNY memo said. Once the bank discovered the issue, a technology vendor helped the bank to get the system back up and running, but those initial attempts were unsuccessful, according to the memo.

Not all of BNY’s customers were affected, because some use alternatives to Swift. The ones who were affected mostly waited for BNY to fix the problem, instead of resorting to contingency plans, said people familiar with the episode.

Eventually, the traffic was redirected to another system so the team could process the instructions and start to clear the backlog. Teams lent special assistance to clients who had been forced to “allow for alternative methods of instruction,” the memo said.

As a result of the delays, BNY requested an extension in the Federal Reserve’s payments-clearing system, known as Fedwire, the people added. Such extensions are sometimes allowed, particularly for banks processing large volumes of payments.

Darren Gersh, a Fed spokesman, declined to comment on the technology disruptions at the bank. The U.S. central bank oversees the bank and monitors its systems.

People familiar with the matter said the root cause of the outage appeared to be a technological issue inside one of the platforms hosted by the bank that takes Swift messages and translates the instructions to different business units.

In June, the Fed approved capital plans for BNY as part of the regulator’s annual checkup on the health of financial institutions, called “stress tests.” The central bank found that the bank could weather a severe hypothetical downturn in economic conditions, and the test included projections of operational risks at the firm.

In an Oct. 14 report on the stress tests, BNY management wrote, “We recognize the pivotal role that we play in the financial system with respect to payment, clearing and settlement activities, and that it is incumbent on us to ensure the continuation of our services in the event the firm encounters stress.”

The Fed worried as far back as 2006 that one of BNY’s businesses had too large a role in payments and settlements, and considered forming a utility as a backup. J.P. Morgan Chase & Co.’s announcement this summer that it will exit the business of settling U.S. Treasury bond trades resurfaced some of those concerns.

Today, BNY operates custody services, manages portfolios of assets for clients, and offers clearing and settlement services to clients in 35 countries.

The incident involving Swift comes as regulators have stepped up scrutiny of the network operator, which has been hit by a string of cyberattacks in recent months. In August, the Fed, the Office of the Comptroller of the Currency and the Federal Deposit Insurance Corp. told their banking examiners to look more closely at the security of banks’ links to Swift.

A Swift spokeswoman, declined to comment on the BNY episode, saying, “We never comment on individual entities.”

Write to Katy Burne at katy.burne@wsj.com
Markets
A Call to Arms for Banks

Regulators Intensify Push for Firms to Better Protect Against Cyberattacks

By
Michael R. Crittenden
June 14, 2013 7:51 p.m. ET

WASHINGTON—U.S. regulators are stepping up calls for banks to better-arm themselves against the growing online threat hackers and criminal organizations pose to individual institutions and the financial system as a whole.

The push comes as government officials grow increasingly concerned about the ability of a cyber attack to cause significant disruptions to the financial system. Banks such as J.P. Morgan Chase & Co., Bank of America Corp. BAC -0.68%Bank of America Corp.U.S.: have been targeted by cyber assaults in recent years, including potent "denial-of-service" strikes that took down some bank websites off-and-on for days, frustrating customers. Banks have spent millions of dollars responding to or protecting against such attacks, including a wave of attempted online assaults targeting major banks beginning last year that U.S. defense officials say had the backing of the Iranian government.

Regulators are warning banks to better-arm themselves against the online threat from hackers. U.S. authorities intensify efforts to find Americans hiding money in tax havens. Photo: Getty Images. 

The warnings reinforce the message from Washington that the private sector has primary responsibility for fending off attacks, even from groups the U.S. believes are tied to a foreign government. Some banks have bristled at the suggestion they can fend off a foreign nation and have asked the U.S. to intervene to mitigate such attacks, either by blocking the attacks or moving against those mounting them.

A banking industry official said the onus can't just be on banks to combat cyber attacks. "It needs to be collaborative; the industry can't take on foreign countries alone," the official said.

The U.S. has increasingly adopted a hard line toward firms whose systems are violated, holding companies more accountable for protecting themselves. Last year, the Federal Trade Commission filed a lawsuit against Wyndham Worldwide Corp. WYN +0.56%Wyndham Worldwide Corp.U.S.: NYSE $64.17 +0.36+0.56% Oct. 18, 2013 10:39 am Volume (Delayed 15m) : 152,289 P/E Ratio 22.21Market Cap $8.48 Billion Dividend Yield 1.81% Rev. per Employee $146,00008/26/13 information of its consumers. In 2011, the Securities and Exchange Commission issued guidance requiring companies to disclose to investors more details when their computer systems have come under attack by hackers.

Regulators and the banking industry are coordinating efforts to respond to the growing threat, including a major cyber "war game" exercise slated for later this month involving top regulators, the Department of Homeland Security and major banks. Organized by the Securities Industry and Financial Management Association and titled "Quantum Dawn 2," the exercise is supposed to replicate a large, coordinated cyber attack to test the industry's response.

Officials from the Treasury Department and other financial regulators have been conducting regular classified and non-classified briefings with bank officers about the increased likelihood banks of all sizes could come under attack. Treasury Secretary Jacob Lew last week met with roughly 40 executives in New York to discuss concerns, one in a series of meetings Mr. Lew has had on the topic with government and business leaders, according to the Treasury Department.

Last week, the Federal Reserve and other banking regulators formed a new "cyber security" working group to highlight the issue and better coordinate government responses. And earlier this week, the Office of the Comptroller of the Currency hosted a call with more than 1,000 community bankers, warning that cyber attacks are on the rise—particularly among small banks—as the number of potential targets expands.

"You have to think of cyber-risk as part of the other overall risks at your bank," said Valerie Abend, the OCC's senior critical infrastructure officer.

Regulators are counseling bank executives to change the way they think about cyber attacks, she said, and consider them as they do more traditional risks, such as lending and interest-rate risk, when making strategic decisions. As with regulators' recent push to step up enforcement of antimoney-laundering rules, banks are being told that they'll be judged on their preparation against cyber attacks when examiners gauge a bank's operational risk. Executives are being told to train workers on potential risks posed by hackers, and to be proactive in communicating risks to customers and employees.

The Financial Stability Oversight Council, which Mr. Lew leads, cited cyber security as one of its key "emerging threats" this year. Mr. Lew raised the issue of cyber theft of trade secrets with his Chinese counterparts on a recent visit to Beijing.

While no specific incident is behind the focus on cyber security, regulators are concerned that the number of cyber attacks spawned by increasingly sophisticated hackers, criminal organizations, hactivist groups and nation-states is going to rise. The OCC said in its presentation to bankers that cyber attacks overall, including on banks, increased 42% in 2012, ranging from malicious software or phishing attacks, to well-publicized denial-of-service attacks.

The threat became apparent late last year when Iranian hackers conducted a wave of cyber attacks targeting major U.S. banks. The attacks disrupted banks' websites, flooding them with high volumes of traffic in order to render them unavailable, and leading to warnings from U.S. officials to halt.

Karl Schimmeck, SIFMA's vice president of financial-services operations, said the industry needs to gird itself for the reality of cyber incursions.

"We're a big target…. People don't go out and physically rob banks anymore. This is the best way to get access to what banks have" including money and critical information, Mr. Schimmeck said.

Write to Michael R. Crittenden at michael.crittenden@dowjones.com 
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Wells Fargo Risk Executive to Leave Bank

Chief Operational Risk Officer Mark D’Arcy is departing as bank works through Fed enforcement action
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In February, the Federal Reserve sanctioned Wells Fargo for failing to have proper risk controls in place to detect problems. PHOTO: RICHARD DREW/ASSOCIATED PRESS
6 COMMENTS
By 

Emily Glazer
Aug. 14, 2018 10:15 a.m. ET

One of Wells Fargo WFC +0.20% & Co.’s top risk management executives is leaving the bank months after it was slapped with an unprecedented enforcement action from the Federal Reserve.

Chief Operational Risk Officer Mark D’Arcy is leaving Wells Fargo to “pursue opportunities outside of the company” and his last day is Aug. 21, according to an internal memo described to The Wall Street Journal that was sent to bank employees this month.

Mr. D’Arcy, who joined Wells Fargo in February 2017, will be succeeded by Mark Weintraub, who was Wells Fargo’s head of audit for consumer banking.

MORE

· Wells Fargo Faces Probes Over Low-Income Tax Credits
· Wells Fargo Reaches $2.09 Billion Settlement Over Mortgage-Backed Securities
· Wells Fargo’s Year of Scandal Stretches On
The job of operational risk officer is key as the bank works to change its risk management framework to catch and prevent problems as part of the Fed’s enforcement action. Mr. D’Arcy also has oversight over regulatory reviews, including the annual stress tests and living wills.

Wells Fargo spokeswoman Richele Messick confirmed the moves and declined to comment on behalf of the executives. They didn’t respond to requests for comment.

In February, the Federal Reserve sanctioned Wells Fargo for failing to have proper risk controls in place to detect problems, including the sales practices scandal that erupted in September 2016. Since then, Wells Fargo has been beset by other problems related to sales goals and other matters across the bank.

In an unusual move, the Fed barred the bank from growing past the $1.95 trillion in assets it had at the end of 2017. The Fed cited “widespread consumer abuses” in its rebuke.

There have been other recent movements in the top ranks of Wells Fargo’s risk division. In May, the bank named a new chief risk officer, Amanda Norton, who joined from JPMorgan Chase & Co.

Mr. Weintraub will report to Ms. Norton.

Write to Emily Glazer at emily.glazer@wsj.com
Danske Bank’s Risk of a Big Penalty Just Went Up
The Danish lender’s money-laundering mega-scandal keeps delivering bad news

Fool's GoldShare of Danske Bank profits from Estonian branch, which held 0.5% of group assetsSource: the companyNote: *Data not available for 2009
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1 COMMENTS
By 

Paul J. Davies
Oct. 4, 2018 7:55 a.m. ET

The ultimate penalty Denmark’s Danske Bank DNKEY -1.90% will face for its money laundering mega-scandal is still very hard to predict, but chances are it has gone up now it faces a U.S. criminal investigation.

Danske said Thursday that the Justice Department had requested information about the business of its tiny branch in the Eastern European state of Estonia, which handled more than $230 billion worth of potentially suspicious transactions—a huge number for such a small country.

The chances of high fines and reputational damage also have prompted Danish regulators to demand it put aside more capital to cover so-called operational risks. Danske, in response, has finally faced the inevitable and suspended its stock buyback program.

What remains worrying for investors is that the bank is only taking decisions when forced to do so. It is hard to have faith that all the bad news is out.
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The lender’s money-laundering mega-scandal keeps delivering bad news, and the main question remains: What will Danske’s penalties look like and what can it afford? PHOTO: INTS KALNINS/REUTERS
The whole story has been dragged out bit by bit. Last month, when it published its own report into money laundering at its Estonian branch—revealing for the first time the scale of the problems—it had still investigated less than half the clients involved. Its group chief executive, who had previously been in charge of the unit at the center of the scandal, said he would resign only after staying on to handle the transition. This week he was pushed out completely.

The main questions remain: What will Danske’s penalties look like and what can it afford? In demanding more capital, regulators have lifted its minimum required common equity tier 1 ratio to 11.9%. The bank in response lifted its own target for this ratio to around 16%, from 14% to 15% previously.

It reported a 15.9% ratio at its half-year results. Any fine will leave the bank short of its own target, but the gap to its minimum requirement is still comfortable at 4 percentage points—worth Danish kroner 30 billion, or $4.6 billion.

For context, HSBC’s record fine from U.S. authorities in 2012 for money laundering in Mexico was $1.9 billion. And as analysts at Berenberg point out, Danske has no U.S. banking license, clearing license or Federal Reserve liquidity access, which may limit U.S. authorities’ ability to prosecute and impose fines.

This may offer investors some reassurance. But the way this story keeps unraveling, it is hard to be sure there won’t be more terrible revelations.

Write to Paul J. Davies at paul.davies@wsj.com
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Questions Arise About UBS Risk Controls 

By ALISTAIR MACDONALD And DEBORAH BALL 

Risk-management and control specialists are again questioning the banking industry's ability to manage risks and regulator's efforts to police the sector after a UBS AG trader lost about $2 billion in unauthorized trades.
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UBS headquarters in Zurich.

The specialists say that unauthorized trading is hard to fully protect against given that traders typically hide their losses using fraudulent methods. They also said management oversight hasn't always kept pace with the complexity of trades, and that overseers, like traders, make mistakes.

That remains true even several years into the global financial crisis, an era in which banks and regulators have been under fire from lawmakers for not spotting the risks of excessive debt that kicked off the credit crisis.

Suspicious Behavior 

Some of the questions risk specialists advise banks to ask themselves when looking for unauthorized traders:

· Who has the most canceled or amended trades?

· Which traders are taking the least amount of vacation time?

· Who is trading outside regular hours most often?

· Who is using recorded office phones the least?

· Whose trade positions are being questioned the most by counterparties or exchanges?

WSJ research 

"You'll never fully be able to stop these rogue traders," said Tom Kirchmaier, a fellow of the financial market group at the London School of Economics. "Banks are very sophisticated, but they trip over the basics, such as who is in charge and what is the line of control," he said.

For UBS, the situation is particularly embarrassing, given it had emphasized its efforts to improve its risk-control and management systems in the wake of the financial crisis, when the bank suffered losses from investments in U.S. mortgage securities. Swiss regulators had urged UBS after the financial crisis to improve its risk-control procedures.

Before the financial crisis, the Swiss firm had failed to coordinate among the various units making those investments, according to an internal report to shareholders published last fall, and it had made little assessment of the overall risk to the bank. Because business unit heads, rather than risk officers, were responsible for reporting how much risk traders were taking, UBS's top management largely was unaware of the huge bets the investment bank had taken on mortgage securities. 

Bad Bets, Big Losses

A look at traders known for bad bets.

View Interactive
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In the wake of $50 billion in write-downs, UBS shook up its risk-control systems. It invested in new information-technology systems aimed at tracking the risks of products on a continual basis in order to catch problems early.

It also changed pay structures to remove incentives that encouraged excessive risk-taking. After UBS Chief Executive Oswald Grübel took over in 2009, he began holding regular meetings with the chief risk officer. In January, UBS hired Maureen Miskovic, former head of risk control at State Street Corp., as its new chief risk officer, succeeding Philip Lofts. Mr. Lofts, a UBS veteran, took that job in late 2008, when he initiated the reorganization of risk controls.

Banks have in part tried to keep pace with the increasing sophistication and computerization of financial markets with computer-surveillance models. 

In the past, some traders have been able to circumvent risk-control systems based on knowledge of back-office processes.

Jérôme Kerviel, who racked up a $7.2 billion loss at French bank Société Générale SA in 2008, made fake trades to hide his losses and repeatedly deleted these trades just before inspections, re-entering them afterward.

Mr. Kerviel worked on a "Delta One" trading desk similar to that of the UBS trader, Kweku Adoboli, who worked on UBS's exchange-traded-fund desk in London. Both men also rose up through back offices, which in Mr. Kerviel's case enabled him to figure out inspection schedules on his trades. 

Delta One desks effectively enable banks and clients to trade on the future movement of baskets of securities or currencies. Mr. Kerviel made bets on how European stock indexes would move. Despite the big losses at both UBS and Société Générale, Delta One can be a low-rung job aimed at relatively low-margin and low-risk trades. 

Mr. Kerviel's case and others prompted Société Générale and some other banks, including HSBC Holdings PLC, to prohibit or tightly restrict the shift of back-office and technical personnel to client-trading desks, because the risk of a such a person being able to manipulate trades is seen as too high, said some bankers. It wasn't clear Thursday if such a rule was in place at UBS.

Last year, Mr. Kerviel was sentenced to three years in prison and ordered to repay his former employer €4.9 billion ($6.7 billion).

The UBS trader's bets were from one of the bank's proprietary trading desks, and the lender's failure to catch his actions could become a rallying cry in the U.S. for tighter regulation of bank-trading operations. A part of the Dodd-Frank financial-overhaul act called the Volcker rule limits banks' ability to trade for their own profit.
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Bloomberg News 

In the U.S., the Volcker rule, named after Paul Volcker, limits banks' ability to trade for their own profit.

"The largest banks have grown so big and so complex that even their own management cannot fully understand or control the risks they take," said the consumer advocacy group Americans for Financial Reform, in a statement Thursday.

The exact rules guiding banks' proprietary trading haven't been finalized, but they are expected to allow regulators more frequent insight and transparency into banks' trading operations and positions.

The UBS situation also shows banks need to focus on risk management. 

"This puts the spotlight squarely on operational risk, meaning that banks have to manage the results of human failures where oversight or internal controls may have been lacking," said Edward J. DeMarco Jr., general counsel and director of operational risk at the Risk Management Association, adding that banks suffer reputational damage, which is immediately reflected in a hit to share prices. 

"At the end of the day rogue trading is fraud," he said. "It is stealing, and someone that wants to commit fraud will figure out a vulnerability in the control system. Operational risk people need to be thinking, 'If I wanted to steal or circumvent internal controls, how would I do it?' " 

Rather than rely on computerized surveillance methods, some risk specialists said managers should be using an older method of detection: looking out for suspicious behavior. 
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The trading loss could be embarrassing for Carsten Kengeter, who has responsibility for risk control at the Swiss bank.

"Try and find out who is doing something outside of the norm," said Nik Whitfield, head of the investment-banking client group at Detica, information-intelligence specialists. "Someone may have moved office recently, moved different computers, may be staying late, or not going on holiday." 

A lot of this behavior can be mapped out on computer programs, but is reliant on management noticing it. Some specialists say poor oversight is another common characteristic of banks that have been victim to unauthorized trades. More than once, Société Générale's settlement office picked up that Mr. Kerviel had made fake trades. But each time, Mr. Kerviel talked his way out of the problem by insisting that it had been a mistake, and promptly canceled the trade.

Société Générale acknowledged in 2008 that it didn't have the right control systems in place to supervise Mr. Kerviel.

Frederic Boulier, a director of compliance at software firm NICE Actimize, said Mr. Kerviel's behavior raised red flags across various parts of the lender, but the French bank didn't have anyone with the oversight to connect the dots. Mr. Boulier said he is developing a program designed to spot and "connect the anomalies" of behavior that would point to unauthorized trading. 

After Thursday's announcement, regulators are likely to come under fire. In the wake of the credit crisis, regulators said they would become more demanding with banks on the risks they took and the way they operated the systems and people who took those risks. This followed a decade of leaving much of the oversight to the banks themselves. 

Still, regulators typically claim there is only so much they can do to stop fraudulent trades. The Bank of France made 17 routine on-site investigations at Société Générale in the two years before Mr. Kerviel was caught.

—Carrick Mollenkamp and Liz Rappaport contributed to this article. 

Write to Alistair MacDonald at alistair.macdonald@wsj.com and Deborah Ball at 

September 15, 2011

UBS Warns of Big Loss on Rogue Trades

By DEBORAH BALL 

ZURICH—UBS AG was rocked early Thursday by its disclosure that a rogue trader racked up about $2 billion in losses, an announcement that came hours after British police arrested a man on suspicion of fraud.

A person familiar with the matter said the man arrested is Kweku Adoboli, a London-based trader on UBS's exchange-traded-fund desk in London. British police confirmed that they arrested a 31-year-old man in London on "suspicion of fraud by abuse of position" at 3:30 a.m. Thursday, but declined to name him. 
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According to the U.K.'s Financial Services Authority, Mr. Adoboli has been authorized to work in the securities business since March 2006. According to Mr. Adoboli's LinkedIn profile, he is a director at UBS's ETF desk within a unit called Delta1 Trading. He previously worked as a trade-support analyst at the bank. It is unclear whether Mr. Adoboli is still employed by the bank, according to a person familiar with the situation. 

UBS discovered the huge loss late Wednesday and the bank is still working to ensure that all positions are closed, according to a person familiar with the situation. While UBS said publicly the losses totaled $2 billion, a person familiar with the matter said the total is between $1.5 billion and $2 billion. 

Regardless, the new shock will raise serious questions about the bank's risk-management systems just three years after its investment bank had to write down $50 billion in securities trades. 

The Swiss financial regulator Finma, the Swiss Finance Ministry and the Swiss central bank all declined to comment on the potential loss or its likely causes. UBS said that it is in close contact with Swiss and British regulators. 

Bad Bets, Big Losses

A look at traders known for bad bets.

View Interactive



After the Fall: Life Moves On for Rogue Traders 
The news sent shares in Switzerland's largest bank down nearly 9% in early trading, although they were down 5.8% by mid-morning. The cost of insuring its five-year bonds against default for one year widened by 0.15 percentage point to 2.25 percentage points.

Enlarge Image
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The logo of Swiss bank UBS is seen at the company's office at the Bahnhofstrasse in Zurich.

Analysts at Espirito Santo Investment Bank said the loss looks manageable, but isn't helpful for sentiment and confidence in the bank's risk management. French bank Société Générale SA in January 2008 was rocked by a loss of around €4.9 billion ($6.74 billion) from a series of trades made by one employee

The loss marks a major set back in the efforts by Chief Executive Oswald Grübel to win back client confidence in a bank that had to be rescued by the Swiss National Bank in 2008. Rebuilding the investment bank has been a top priority for Mr. Grübel since he took the helm at the bank in February 2009, although he has struggled to generate large returns without taking on too much trading risk. 

As a result of the huge securities write-downs, the investment bank lost 34.4 billion francs ($39.28 billion) in 2008 and it shut large parts of its trading division. It also launched a wholesale revision of its risk-management systems. Banks seek to prevent such unauthorized trading through risk-control systems and daily reviews of trading books, but such losses have always dogged the industry. 

Over the last 18 months, Mr. Grübel has tried to push the UBS back into the top ranks of global investment banks, but it has had to contend with tough Swiss banking regulations that are aimed at preventing a repeat of the near-collapse of the bank several years ago. Indeed, regulators have kept a close eye in particular on Mr. Grübel's plan to rebuild the fixed-income, currencies and commodities, or FICC business, which sparked the losses several years ago. 

UBS generally has been cautious about taking on too much risk since its troubles and has said it has moved away from proprietary trading, raising further questions as to how a trader could generate such a large loss. Mr. Grübel is a former trader, while Carsten Kengeter, UBS's investment-banking chief, is a former senior executive at Goldman Sachs's FICC business. 

While UBS has succeeded in part in winning back client confidence at the investment bank, in July, Mr. Grübel scaled back his targets for the unit, after the FICC business posted sluggish performance. He said he would review the future of the trading business in light of tougher new regulations. He was expected to present a new plan for the unit in November. The bank is in the process of laying off about 5% of its staff, with large cuts expected at the investment bank. 

The loss is likely to raise fresh debate in Switzerland as to the role that investment banking plays at UBS and its cross-town rival, Credit Suisse Group. Since the crisis, some Swiss politicians and commentators have urged regulators to push the two big banks to scale down or even spin off their investment-banking units in order to concentrate on their large private-banking businesses, which tend to be far less risky. 

Write to Deborah Ball at deborah.ball@wsj.com 

Operational Risks Are the Cockroaches of Banking

Let’s face it, the operational aspects of banking have never been sexy. 

Settlement, custody, paperwork – yawn.  Many of these services even generate a nice, steady profit, yet they will always be viewed as secondary concerns, especially when it comes to risk. 

Market and credit risk drive the business of banking – the right bets on lending and investing can rake in the cash.  On any given day, most bank CEOs are aware of their potential exposures there.  By contrast, operational risk is a downside-only nuisance.  It plays into the overall capital cushion a bank must hold, but then is usually the concern of some back office middle manager. 

Instead, operational risks should be viewed like cockroaches – they hide well, multiply quickly, and are everyone’s problem to stomp out. Two recent examples show just how much risk can infest the supposedly dull operations of a bank.  

The financial crisis exposed serious problems with mortgage servicing – from sloppiness to outright fraud.  In the “robo-signing” scandal, employees signed foreclosure filings without ever verifying the documents. Banks were forced to suspend foreclosures for a year, conduct internal investigations, and negotiate a still-pending national settlement of $25 billion for the top five banks. No firm-wide risk analysis considered costs like those, not to mention the waves of bad press.

On the eve of Lehman Brothers’ failure, some banks discovered an even greater risk, this time in their clearing operations. When Bank A clears securities for Client X, the Bank is on the hook for all of X’s trades until they settle. Bank A’s exposure only lasts for three days (from trade to settlement date), so the risk in the securities themselves is not a major focus. Bank A isn’t holding them long enough to care.

Unless Client X goes bankrupt. 

Banks found themselves on the hook for Lehman’s wildly risky trades, with exposures reaching the tens of billions for some. The clearing business – long considered a staid cash cow – had not kept pace with financial engineering; banks were not adjusting prices to reflect the risks of ever-more-complex instruments.  It’s as if a book warehouse started accepting shipments of plutonium for the same price as encyclopedias. 

The question is, why didn’t anybody speak up?  Surely, someone in the clearing operation noticed that, over the years, the securities had started to look more radioactive.  

Unfortunately, while firms encourage new product and revenue ideas, that type of initiative on risk is not part of the culture of most banks. Employees are not praised for raising concerns. The mantra is: “bring me solutions, not problems.”  Competition for share of the bonus pool provides little incentive to help another division manage its risk.

Banks need to start sending the message that risk is everyone’s problem. The best defense against operational risk is vigilant employees – up and down the line, throughout the organization.

Just as roaches inspire both immediate action – quick, kill it! – and preventive measures, such as pesticides and cleaner kitchens, bank employees need to take the same approach toward operational risks. 

No more process band-aids that will get fixed “when we find time later” (you never find it), no more assumptions that a colleague or superior must already know about an issue (it’s likely they don’t), no more silo mentality that risk in another area won’t affect you (see: Subprime Mortgage Desk).   

The idea is to create an army of risk officers, not just the one. Create a sense of responsibility, and with it, empowerment.  Like the Toyota car factories where any worker has the ability to stop the assembly line, give every employee the mandate to address risk. Squish! Then applaud when they do.

Susan Ochs, a consultant in New York, served as a senior advisor at the Department of the Treasury in the Obama Administration.
'An Extraordinary Thing': OCC's Curry Sees Operational Risk as Top Concern
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WASHINGTON — Operational risk has replaced credit risk as the major safety and soundness challenge for national banks, Comptroller Thomas Curry said at a speech in Washington on Wednesday.

Curry said operational risk, or the risk of loss due to failures of people, processes, systems and external events, is "high and increasing" in light of the complexity of today's banking markets and the technology that supports it.

Although he did not mention it in his prepared remarks, Curry's comments come just after JPMorgan Chase & Co. announced it was taking a $2 billion loss on trades due to "egregious" errors in its risk management procedures, according to its chief executive, Jamie Dimon.

Curry said operational risk is currently at the top of the list of safety and soundness issues for the institutions the OCC supervises.

"This is an extraordinary thing," Curry said. "Some of our most seasoned supervisors, people with 30 or more years of experience in some cases, tell me that this is the first time they have seen operational risk eclipse credit risk as a safety and soundness challenge."

Curry said operational risks manifest in a number of ways, from inadequate systems and controls that led to servicing mortgage servicing errors, to flawed risk models that create inadequate risk management systems, to lack of controls over relationships with third-party vendors.

"No issues loom larger today than operational risk in all its dimensions, the manner in which all risks interact, and the importance of managing those risks in an integrated fashion across the entire enterprise," he said.

In particular, Curry said the OCC is finding a rising number of Bank Secrecy Act and anti-money laundering deficiencies in midsize and community banks, including ineffective account monitoring, inadequate tracking of high-risk customers and bulk cash transactions, and lapses in monitoring suspicious activity.

Because terrorists and other criminals are constantly altering their tactics, BSA/AML compliance is complex and efforts must be constantly reorganized, Curry said.

"Controls that may be entirely adequate today may prove inadequate for tomorrow's risks and threats," he said. "However, it is critical that banks and thrifts instill strong cultures and oversight processes. Management needs to focus on key controls and maintain knowledgeable and sufficient staff."

He also said banks must resist the temptation to "under-invest" in the systems and controls they need to prevent greater loss and risk.

"They should take their cues from the cases in which such breakdowns have occurred," he said.

The losses at JPMorgan have raised questions about whether the trading strategy amounted to hedging or speculation, and whether those trades were likely to be banned under the Volcker Rule.

An OCC spokesman said earlier this week that it was premature to conclude that the rule, which has not yet been finalized, would have prohibited the trades, and said the transactions are so complex that it would require careful analysis to determine whether they would qualify for exceptions under the proposed rule.

"The OCC and other regulators are gathering additional details regarding the transactions to determine the full regulatory implications of these activities and the proposed rules currently being considered," he said.

In a question-and-answer session after the speech, Curry declined to give further details on the agency's view.

Asked how regulators can draw a bright line between hedging and proprietary trading, and how they can identify situations where trades start out as hedging and migrate into proprietary trading, Curry said, "That's a very interesting hypothetical," eliciting chuckles from the audience. "And I'm sure it's one that our reviewers of the pending Volcker Rule proposal will look at with great detail."

"Right, Julie?" he added, turning to the agency's chief counsel, First Senior Deputy Comptroller Julie Williams, before quickly moving on to the next question.

Another audience member complained about banks and regulators not doing enough to articulate what qualifies as "responsible" hedging.

"I do think that on the rulemaking process with the Volcker Rule … how do you define hedging, that's something that we are working on in the regulatory community," Curry said.

Deutsche Bank Ordered by U.S. Regulators to Improve Reporting Systems, Risk Controls

Confidential Memo Requires that Bank Make Far-Reaching Improvements

  Email
Updated Aug. 7, 2014 6:19 p.m. ET
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The headquarters of Deutsche Bank in Frankfurt. Reuters
Deutsche Bank AG DBK.XE -1.39%Deutsche Bank AGGermany: Xetra €25.93 -0.37-1.39% Oct. 9, 2014 5:35 pm Volume (Delayed 15m) : 10.07M P/E Ratio N/AMarket Cap€36.27 Billion Dividend Yield 2.89% Rev. per Employee €420,76726.5026.0025.5010a11a12p1p2p3p4p5p10/09/14 Deutsche Bank to Aid U.S. Just...10/09/14 Three Malaysian Banks to Merge...10/08/14 Cliffs Natural Resources Sees ...More quote details and news »DBK.XE inYour ValueYour Change Short position , under fire from U.S. regulators over what they see as weak systems and financial controls, has been formally ordered to clean up its act as part of a confidential pact with the authorities, according to people familiar with the agreement.

The private "memorandum of understanding" with the Federal Reserve Bank of New York and New York's Department of Financial Services demands that Deutsche Bank overhaul its technology and compliance procedures, and fix what the regulators describe as serious risk-management deficiencies, according to people familiar with the accord.

The regulatory pact, which hasn't been previously reported, took effect in 2012 and still is in place, according to the people familiar with it. There is no indication regulators plan to escalate the matter with Deutsche Bank or restrict its business activities, and it isn't known how long the agreement will remain in place.

However, the New York Fed has set a mid-2015 deadline for Deutsche Bank to correct a list of high-priority issues, people familiar with the matter said. The consequences of missing the deadline aren't known.

The giant German lender is facing a barrage of criticism from U.S. authorities. In addition to the pact with the New York Fed and state banking regulator, the bank is also under pressure from the U.S. Commodity Futures Trading Commission, according to people familiar with communications between the CFTC and the bank.

The CFTC repeatedly has pressed Deutsche Bank to make changes to its systems, including fixing what the CFTC says are transaction-reporting problems seen as magnifying risks to the bank and potentially its trading partners, the people said.

The combination of the regulatory pact and the CFTC grievances poses stiff challenges to Deutsche Bank's management team, which is straining to address the regulators' concerns.

The pact has required additional regulatory reviews and reporting requirements for the bank, the people say.

Further Reading on Deutsche Bank
· Regulator Wants Monitors in Deutsche Bank, Barclays 
· Deutsche Bank, UBS Sucked Into Dark-Pools Trading Probe 
· Deutsche Bank Suffers From Litany of Reporting Problems 
· New York Regulator Is Wrinkle in Bank Probes 
A primary focus of the regulators' attention is whether trading or reporting errors could lead to large, unexpected losses for the bank or its counterparties or rattle the market, the people familiar with the pact said.

Deutsche Bank officials last month said the bank is "working diligently" to address technology and compliance issues, spending €1 billion ($1.34 billion) on "systems and controls" and assigning 1,300 people to the effort, including 500 new employees in the U.S. alone.

The German bank already has taken steps to improve systems that send real-time trade confirmations to counterparties and process end-of-day transaction reports, among other areas, people familiar with bank operations say. In June, the bank raised €8.5 billion by selling shares to investors, in part to contend with tougher U.S. capital requirements.

Privately, Deutsche Bank executives say tough talk from regulators is to be expected, and that other big banks face similar pressures behind the scenes in their nonpublic communications with government overseers.

Other bank executives and lawyers say U.S. regulators are more focused than ever on risk controls industrywide, and foreign banks are bearing a lot of the attention.

Still, the existence of the memorandum of understanding with the New York Fed and New York state banking regulator suggests Deutsche Bank's U.S. operations face a deeper level of formalized scrutiny than was previously known.

Last month, The Wall Street Journal reported that the New York Fed blasted Deutsche Bank in late 2013 over a litany of serious financial-reporting problems the regulator said had gone uncorrected for years.

In a December 2013 letter to Deutsche Bank executives, the New York Fed senior vice president responsible for supervising Deutsche Bank listed concerns ranging from data-entry errors to problematic valuations of collateral used to assess the riskiness of loans. The letter said the shortcomings amount to a "systemic breakdown" and "expose the firm to significant operational risk and misstated regulatory reports."

Memorandums of understanding like the one involving Deutsche Bank aren't typically made public. Lawyers who have dealt with them estimate a half-dozen of the biggest banks might be subject to them at any one time, though they differ in severity and often are resolved in a year. They can immediately affect a bank through extra reporting burdens and examinations. If regulators feel problems aren't resolved quickly enough, they can turn the action into a binding public order that curtails bank activities such as acquisitions or spending on dividends.

The CFTC isn't party to the regulatory pact, the people familiar with the agreement said. The CFTC's concerns escalated in recent years as the regulator grew exasperated with inaccuracies in Deutsche Bank's trade reports and calculations of borrowing levels relative to client collateral, a key risk measure, according to people familiar with communications between the bank and the CFTC.

In the fall of 2013, CFTC staff briefed commissioners about what they characterized as a lack of sufficient progress by Deutsche Bank, the people said. Numerous areas remain unresolved.

In a separate move, the New York banking regulator is planning to install a monitor inside Deutsche Bank, and another one inside Barclays PLC, in the U.S. as part of a continuing investigation into potential manipulation of the foreign-exchange market, the Journal reported last week.

Agreements with the banks over how and when the monitors will operate are expected to be in place by September, according to people familiar with the discussions. Deutsche Bank and Barclays declined to comment on the monitors.

—Madeleine Nissen contributed to this article. 

Write to Jenny Strasburg at jenny.strasburg@wsj.com, Scott Patterson at scott.patterson@wsj.com and David Enrich at david.enrich@wsj.com 

